
Current Environment

Current Energy

Where to Focus

Continuous and ongoing improvement

2024 ciso roadmap 
considerations

The cyber threat landscape

Is widening

And getting "noisier"

But really isn't THAT different

Except that teams are more worn down

We pushed hard. Deploying tools, changing 
culture, staffing, and maturing. We plan to 
spend a year letting it sink in and become 
routine...

Necessarily team(s) will shrink as processes 
become repeated and streamlined

We will shed some tools and dig in to other tools

Our teams will need to better learn these tools, 
that will mean training

Our teams will need to make time to create 
documentation and routine to enable hiring 
more junior talent and onboard them (we want 
to do this). 

We are thinking a lot about innovation and what 
it means for how we operate (our policies) and 
the future of our digital business

Artificial Intelligence (AI) development standards

Cloud Governance & Retention

Change Review process

Release Management

Incident Mgmt 

Service Desk
Center of Excellence 

So that we're continuously strengthening and 
refining our resilience posture

Incident preparedness

Scenario planning

Playbooks for common incident types

Escalation and communication matrix

Incident triage and authority

Reducing the attack surface 

Data destruction (archiving and retention) 

Privileged access permissions

Secrets management

Refining the monitoring and alerting

Review current alerts and thresholds

Discuss new alerts based on business case / 
threat

Consider alert automation and process tuning

Organizational Awareness & Alignment is an 
annual practice

Are there ways that we can improve how we 
'onboard' new staff? 

Technically

Training

Permissions

Are there ways that we can improve how we 
share best practices and headlines with staff?

Is what we have being utilized? 

Are there ways we can improve the utility of 
what we're currently doing? 

Is the security team currently optimized for 
where we'll need to be at the end of the year?

Succession planning?

Is this still the right team structure?

What are the trends? 

What's on the horizon

Where we anticipate there will be roadblocks

Operationally

Regulatorily

Other
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